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THE LAWFULNESS OF ATTACKING COMPUTER
NETWORKSIN ARMED CONFLICT AND IN SELF-
DEFENSE IN PERIODS SHORT OF ARMED CONFLICT:
WHAT ARE THE TARGETING CONSTRAINTS?

James P, Terry?
I. Introduction

When President Clinton signed the Fiscal Year 2000 version of the
Unified Command Plan (UCP) on 29 September 1999, it marked anew era
in operational planning for information warfare, to include the possible tar-
geting of an adversary’'s computer networks where necessary to protect
vital U.S. or dlied interests.?2 The UCP provides planning guidance and
requirements for the operational commands within the Department of
Defense (DOD).2 In the latest version, responsibility for maintaining and
managing the Joint Information Operations Center (JOC), located in San
Antonio, Texas, was transferred to the U.S. Space Command (USSPACE-
COM) at Petersen Air Force Base, Colorado.*

The JIOC, formerly known as the Joint Command and Control War-
fare Center, provides “full-spectrum” information warfare (IW) and infor-
mation operations (10) support to U.S. operational commanders
worldwide. That is, the JJOC provides support in planning, coordination,
and execution of all DOD IW and IO missions, aswell as assistance in the
development of 10 doctrine, tactics and procedures.

What makesthetransfer of the JOC significant isthe recent enhance-
ment of its missions. In August 1999, the mission of the JJOC was broad-
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ened from command and control to include operations support. The
enhanced operations support now required includes psychological opera-
tions, security, electronic warfare, targeting of command and control facil-
ities, military deception, computer network defense, civil and public
affairs, and, significantly, computer network attack.>

For the first time in the UCP, computer network attack was specifi-
cally identified in the planning requirements for unified commanders.®
Thisissignificant because, by implication, the planning reguirements now
recognize the legality of targeting critical foreign computer infrastructure
when vital U.S. or dlied nationa interests are threatened.

Il. Defining the Debate

The renewed emphasis on considering critical computer infrastruc-
ture as a legitimate target arises from recent incidents where critical U.S.
infrastructure has been threatened by government-sponsored intrusions or
by individual hackers using sophisticated software. From these incidents,
the United States has recognized that electronic or physical elimination of
this threat may be necessary to protect our defense capability or to ensure
the continued effective operation of other critical computer infrastructure.

Several incidents are significant. In February 1998, two California
teenagers were able to breach computer systems at eleven Air Force and
Navy bases, causing a series of “denias of service” and forcing defense
officials to reassess the security of their networks.” The investigation of
this incident, code named Solar Sunrise, however, pales in comparison
with “Moonlight Maze,” the code name for the investigation of an early
1999 electronic assault involving hackers based in Russia. In this attack,
intruders accessed sensitive DOD science and technology information.8

5. 1d.
6. UniFiep CommAND PLAN, supra note 2, para. 22(a)(12) (unclassified portion).
Under the Fiscal Year 2000 UCP, USSPACECOM '’s responsihilities now include:

In coordination with the Joint Staff and appropriate CINCs, serving as
the military lead for computer network defense (CND) and, effective 1
October 2000, computer network attack (CNA), to include advocating
the CND and CNA requirements of all CINCs, conducting CND and
CNA operations, planning and developing national requirements for
CND and CNA, and supporting other CINCs for CND and CNA.

7. InsiDE Derense, DereNsE INFORMATION AND ELECTRONICS REPORT 1 (22 Oct. 1999).
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Computer tracing determined that the Moonlight Maze attack originated
from the Russian Academy of Science, a government organization that
interacts closely with the Russian military.® This raises the possibility of
an asymmetrical attack sponsored by a nation-state.

Nor has this been the first state-sponsored intrusion into our critical
computer infrastructure. In 1996, U.S. authorities detected the introduc-
tion of a program, called a “sniffer,” into computers at NASA’'s Goddard
Space Flight Center, permitting the perpetrator to download alarge volume
of complex telemetry information transmitted from satellites. The Deputy
Attorney General reported that the “sniffer” had remained in place for a
significant period of time.1® Of equal concern, a Federal Bureau of Inves-
tigation (FBI) report completed in 1999 detailed efforts of the People’s
Republic of Chinato attack U.S. Government information systems, includ-
ing the White House network.*t

Theseincidentsraise important issues for defense planning. How can
these threats be discovered and eliminated? What isthe interplay between
the role of an investigating agency and that of an operational planner? It
isclear that while the targeting of these threats may require amilitary com-
ponent, the gathering of indicators of an imminent threat requires a far
broader participation. It isfor this reason that the Clinton Administration
established the National Infrastructure Protection Center (NIPC) in Febru-
ary 1998.12

The NIPC’s mission is to serve as the government’s focal point for
threat assessment, warning, investigation, and response to threats or
attacks against our critical infrastructures. These critical infrastructures
include our defense communication networks, telecommunications sys-

8. Id.

9. Id.

10. Honorable Jamie Gorelick, Speech Before the Corps of Cadets, U.S. Air Force
Academy (29 Feb. 1996).

11. See William Gertz, Chinese Hackers Raid U.S. Computers, WasH. Times, May
16, 1999, at C1, C8 (providing a review of Chinese efforts to attack White House, State
Department and other government computer systems).

12. Presidential Decision Directive 63, Critical Infrastructure Protection (May 1998)
[hereinafter PDD 63]. The NIPC, located in the FBI's Hoover Building in Washington,
D.C, brings together representatives from the FBI, DOD, other government agencies, state
and local governments, and the private sector.
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tems, energy grids, banking and finance organizations, water systems, gov-
ernment operations apparatus and emergency services organizations.3

The NIPC is organized with both an indication and warning arm and
an operational arm. The Analysis and Warning Section (AWS) provides
analytical support during computer intrusion investigations and long-term
analysis of vulnerability and threat trends. The Computer Investigations
and Operations Section (CIOS) is the operationa arm of the NIPC. This
section manages computer intrusion investigations conducted by FBI field
offices throughout the country; provides subject matter experts, equip-
ment, and technical support to investigatorsin federal, state, and local gov-
ernment agencies involved in critical infrastructure protection; and
provides an emergency response capability to help resolve a cyber inci-
dent.4

Neither the JJIOC at USSPACECOM nor the NIPC possess the capa
bility to eliminate a hostile cyber threat. Only the operational assets
assigned to the various unified commands within the Department of
Defense (DOD) possess that unique capability, and they may only be
employed when the strict parameters of the law of armed conflict are sat-
isfied.

I11. Legal Constraints on Attacks on Critical Infrastructure
A. United Nations Charter System

Thelegal regime available to authorize actionsin lawful self-defense,
and specifically for attacks on critical enemy infrastructure, includes the
U.N. Charter system and customary international law. The basic provision
restricting the threat or use of force in international relations is Article 2,
paragraph 4, of the United Nations Charter. That provision states. “All
Members shall refrain in their international relations from the threat or use
of force against the territorial integrity or political independence of any

13. Id. Presidential Decision Directive 63 establishes these categories as “critica
infrastructure,” the protection of which constitutes the defense of vital national interests.
Id.

14. The NIPC works closely with USSPACECOM'’s JIOC and with the Critica
Infrastructure Coordination Group, which is directed by the National Coordinator for Infra-
structure Protection. See News Release No. 20-99, supra note 4.
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state, or in any manner inconsistent with the Purposes of the United
Nations.” 15

The underlying purpose of Article 2, paragraph 4, to regul ate aggres-
sive behavior between states, isidentical to that of its precursor in the Cov-
enant of the League of Nations. Article 12 of the Covenant stated that
L eague members were obliged not to “resort to war.” 16 This terminology,
however, left unmentioned actions that, although clearly hostile, could not
be considered to constitute acts of war. The drafters of the U.N. Charter
wished to ensure the legal niceties of a conflict’s status did not preclude
cognizance by the international body. Thus, in drafting Article 2, para-
graph 4, theterm “war” wasreplaced by the phrase “threat or use of force.”
The wording was interpreted as prohibiting a broad range of hostile activ-
ities including not only “war” and other equally destructive conflicts, but
also applications of force of alesser intensity or magnitude.*” Thisdistinc-
tion may be all-important, for example, when a nation’s commercia infra-
structure is attacked, and actions in lawful self-defense are contemplated
which include targeting critical infrastructure of the adversary, an element
of which may have been used in theinitia attack.

15. U.N. CHARTER art. 2, para. 4.
16. See Leacue oF NaTions CovenanT art. 12. Article 12 states:

1. The members of the League agree that if there should arise between
them any dispute likely to lead to arupture, they will submit the matter
either to arbitration or judicial settlement or to inquiry by the Council,
and they agree in no case to resort to war until three months after the
award by the arbitrators or thejudicial decision or the report of the Coun-
cil.

2. Inany case under this Article the award of the arbitrators or judicia
decision shall be made within a reasonable time, and the report of the
Council shall be made within six months after the submission of the dis-
pute.

Id.
17. Myres McDoucaL & F. FeLiciano, LAw AND MiNiMum WoRLD PusLic ORDER 142-
43 (Ydeed., 1961).
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B. U.N. General Assembly Resolution 2625

The United Nations General Assembly has clarified the scope of Arti-
cle 2 in two important resolutions, both adopted unanimously.’® Resolu-
tion 2625, the Declaration on Friendly Relations, describes behavior that
constitutes the “unlawful threat or use of force” and enumerates standards
of conduct by which states must abide.l® Contravention of any of these
standards of conduct is declared to be in violation of Article 2, paragraph
4, and would likely authorize a response in self-defense.?

C. U.N. General Assembly Resolution 3314

Resolution 3314, The Definition of Aggression, provides a detailed
statement on the meaning of “aggression” and defines it as “the use of
armed force by a State against the sovereignty, territorial integrity or polit-
ical integrity or political independence of another State, or in any manner
inconsistent with the Charter of the United Nations.”?! This resolution

18. See Definition of Aggression, GA. Res. 3314, U.N. GAOR, 29th Sess., Supp.
No. 31, at 142, U.N. Doc A/9631 (1974) [hereinafter U.N. Definition of Aggression]; Dec-
laration on Principles of Internationa Law Concerning Friendly Relations and Cooperation
Among States in Accordance with the Charter of the United Nations, GA. Res. 2625, U.N.
GAOR, 25th Sess., Supp. No. 28, at 121, U.N. Doc. A/8028 (1970) [hereinafter U.N. Dec-
laration on Friendly Relations].

19. The Declaration on Friendly Relations includes the following provisions:

Every State hasthe duty to refrain from organizing, instigating, assisting
or participating in acts of civil strife or terrorist acts in another State.

No State or group of States has the right to intervene, directly or indi-
rectly, for any reason whatever, in the internal or external affairs of any
other State.

No State shall organize, assist, foment, finance, incite, or tolerate subver-
sive,

terrorist, or armed activities directed towards . . . the regime of another
State.

U.N. Declaration on Friendly Relations, supra note 18, at 122-23.

20. U.N. CHARTER art. 2, para. 4 “By accepting the respective texts [of the Declara-
tion on Friendly Relations], States have acknowledged that the principles represent their
interpretations of the obligations of the Charter.” James Resinstock, The Declaration of
Principles of International Law Concerning Friendly Nations: A Survey, 65 Am. J. INT'L
L. 713, 715 (1971).

21. U.N. Definition of Aggression, supra note 18, at 142.
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containsalist of actsthat qualify asacts of aggression. Included inthelist
is “the use of any weapon by a State against the territory of another
State.”??> The resolution provides that the state that commits an act of
aggression violates international law as embodied in the U.N. Charter.2
The actions of states or their surrogates—in supporting or taking part in
acts of aggression, which threaten vital national interests of a state or
states—clearly fall withinthe scope of Article 2, paragraph 4 and authorize
a response sufficient to end the violence and deter future aggression.?*
This responding coercion might include, for example, disruption of mili-
tary information downlinks in satellites, sabotage of vital computer net-
works, or infiltration of electronic commercial transmission systems,
where proportional to the origina attack and where necessary to preclude
future aggression.

D. The Right of Self-Defense

When the U.N. Charter was drafted in 1945, the right of self-defense
was the only included exception to the prohibition of the use of force.?®
Customary international law had previously accepted reprisal, retaliation,
and retribution as legitimate responses as well. Reprisal alows a state to
commit an act that is otherwise illegal to counter theillegal act of another
state. Retdiation istheinfliction on the delinquent state of the sameinjury
that it has caused the victim. Retributionisacriminal law concept, imply-
ing vengeance, which is sometimes used loosely in the international law
context as a synonym for retaliation. While debate continues as to the
present status of these responses, the U.S. position has always been that
actions protective of U.S. interests, rather than punitivein nature, offer the

22. Id. at 143.

23. A fundamenta purpose of the U.N. Charter is to “maintain international peace
and security.” U.N. CHARTER art. 1, para. 1. Article 5, paragraph 2, of the Definition of
Aggression provides: “A war of aggression isacrime against international peace. Aggres-
sion givesriseto international responsibility.” Definition of Aggression, supra note 18, at
144,

24. See U.N. CHARTER art. 2, para. 4. One potential act of destructive information
warfare that would certainly trigger the definition of aggression would be the use of infor-
mation technology to disrupt some vital element of the U.S. economic apparatus, such as
the banking system or stock exchange, such that a Juggernaut would impede U.S. commer-
cial activity.

25. U.N. CHARTER art. 51.
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greatest hope of securing a lasting, peaceful resolution of international
conflict.?®

Theright of self-defense was codified in Article 51 of the U.N. Char-
ter. That article provides: “Nothing in the present Charter shall impair the
inherent right of individual or collective self-defense if an armed attack
occurs against a Member of the United Nations . . . .”?’ The use of the
word “inherent” in the text of Article 51 suggests that self-defense is
broader than theimmediate Charter parameters. During the drafting of the
Kellogg-Briand Treaty, for example, the United States expressed its views
asfollows:

There is nothing in the American draft of an anti-war treaty
which restricts or impairs in any way the right of self-defense.
That right is inherent in every sovereign state and is implicit in
every treaty. Every nation is free at al times and regardless of
treaty provisions to defend its territory from attack or invasion
and it alone is competent to decide whether circumstances
require recourse to war in self-defense.?8

Because self-defense is an inherent right, its contours have been
shaped by custom and are subject to customary interpretation. Although
the drafters of Article 51 may not have anticipated its use in protecting
states through defensive actions using technological means, international
law has long recognized the need for flexible application. Former Secre-
tary of State George Shultz emphasized this point when hesaid: “The U.N.
Charter isnot a suicide pact. Thelaw isaweapon on our side and itisup
to usto useit to its maximum extent.”2° Thefinal clause of Article 2, para-
graph 4, of the Charter supportsthisinterpretation and forbids the threat or

26. See Steve Rovine, Contemporary Practice of the United Sates Relating to Inter-
national Law, 68 Am. J. INT'L L. 720, 736 (1974).

27. U.N. CHARTER art. 51.

28. 5 MaRrioRIE WHITEMAN, DIGEST OF INTERNATIONAL LAaw § 25, at 971-72 (1965).

29. George Shultz, Low Intensity Warfare: The Challenge of Ambiguity, in U.S.
Department of State Current Policy No. 783, at 3 (Jan. 1986).
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use of force “in any manner inconsistent with the Purposes of the United
Nations.” 30

The late Professor Myres McDougal of Yale University placed the
relationship between Article 2, paragraph 4, and Article 51 in clearer per-
spective.

Article 2(4) refers to both the threat and use of force and com-
mits the Members to refrain from the “threat or use of force
against the territorial integrity or political independence of any
state, or in any manner inconsistent with the Purposes of the
United Nations;” the customary right of self-defense, as limited
by the requirements of necessity and proportionality, can
scarcely be regarded as inconsistent with the purpose of the
United Nations, and a decent respect for balance and effective-
ness would suggest that a conception of impermissible coercion,
which includes threats of force, should be countered with an
equally comprehensive and adequate conception of permissible
or defensive coercion . .. .3t

Significant from Professor McDougal’s interpretation is our correlative
recognition of the right to counter the imminent threat of violent attack
with all lawful available means, to include destruction of critical infra-
structure that may preclude an imminent attack. This comprehensive con-
ception of permissible or defensive actions, honoring appropriate
responses to threats of an imminent nature, is merely reflective of the cus-
tomary international law. It is precisely this anticipatory element, such as
the elimination of a necessary command and control system in the
moments before an unlawful attack, which iscritical to an effective policy
to counter aggression. This does not suggest a lack of international law
constraints upon the determination of necessity for preemptive action.
Rather, it suggests that legitimate consideration must be given to critical
computer infrastructure on target lists, where the preemptive targeting of
those systems could eliminate the possibility of one or more enemy
attacks.

One aspect of this contextual appraisal of necessity, especially as it
relates to the converse situation of responding after the fact to destructive

30. U.N. CHARTER art. 2, para. 4.
31. Myres McDougal, The Soviet-Cuban Quarantine and Self-Defense, 57 Awm. J.
INT'L L. 597, 600 (1963).
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actsagainst our sovereignty, concernstheissue of whether force, evenlim-
ited force where only systems are targeted, can be considered necessary if
peaceful measures are available to lessen the threat. To require a state to
tolerate attacks to its security or economic well-being without resistance,
on the grounds that peaceful means have not been exhausted, is absurd.
Once an attack has occurred, the failure to consider a military response,
whether on critical infrastructure or otherwise, would play into the hands
of those governments or groups who deny the relevance of law in their
actions.

The legal criteria for the proportionate use of force are established
once a state or identifiable group-supported attack on the security of the
nation hastaken place. No stateisobliged to ignore an attack asirrelevant,
and the imminent threat to the national security requires consideration of a
response. One such lawful response is the eimination of the very com-
puter infrastructure that allows the enemy’s weapons systems to function.

A related, but more difficult issue concerns the elapsed time between
the initial attack and the identification of the state or group responsible,
thus authorizing responding coercion, possibly against critical infrastruc-
ture. Admittedly, there must be some temporal relationship between a
destructive act and the lawful defensive response. Nevertheless, it would
be unreasonable to preclude the United States from taking appropriate
action after a delay in identifying an attacker—for example, where the
actions of the perpetrator of the attack on the USS Cole precluded their
immediate identification—based upon a doctrinaire determination that the
threat of further destructive attack is no longer imminent.

The requirement of proportionality is linked to necessity. Professor
McDougal and Dr. Feliciano have defined the rule as follows:

Proportionality in coercion constitutes a requirement that
responding coercion be limited in intensity and magnitude to
what is reasonably necessary promptly to secure the permissible
objectives of self-defense. For present purposes, these objec-
tives may be most comprehensively generalized as the conserv-
ing of important values by compelling the opposing participant
to terminate the condition which necessitates responsive coer-
cion.*

32. McDoucaL & FeLiciaNo, supra note 17, at 242.
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This definition simply requires a rational relationship between the nature
of the attack and the nature of the response. Although therelationship need
not approach precision, anation subjected to an isolated attack may not be
entitled to launch a strike on the offender nation’s most critical infrastruc-
ture. Other canons of military practice, such as conservation of resources,
support the principle of restraint in defense. The United Nations has con-
demned as reprisals those defensive actions that greatly exceed the provo-
cation.3® Wherethereis evidence that acontinuation of destructive attacks
will occur beyond the triggering event, however, such attacks could
threaten the very fiber of a nation’s ability to defend itself. Therefore, a
response beyond that related to theinitia intrusion would belegally appro-
priate to counter the continuing threat, and one could envision that such
responding coercion could properly include an attack on critical computer
systems.

Because the real-time rel ationship between threat and threat recogni-
tion is often compressed in the case of aviolent military attack, such asthe
attack on the USS Cole in the Yemeni Aden harbor, strategy development
is severely limited with respect to the non-military initiatives that may be
considered in response. These lesser initiatives should always be the
choice where available. However, traditional means of conflict resolution,
authorized by law and customary practice, are often precluded because
attacks by terrorists are, by nature, covert in execution, unacknowledged
by the state or group sponsor, and practiced with silent effectiveness. As
part of any response considered, therefore, the use of technical means to
place electronic blocks on a nation’s or organization’s computer systems
and telecommuni cations network may be an important adjunct of any pro-
portionate response in the future.

IV. Operational-Legal Considerationsin the Use of National Command
Authority

A. Operational Law Context Provided in Rules of Engagement (ROE)

The rules of necessity and proportionality in determining the appro-
priateness of attacking critical computer infrastructure are given opera-
tional significance through ROE. The ROE are directives that a
government may establish to define the circumstances and limitations,
including targeting limitations, under which itsforceswill initiate and con-

33. See U.N. SCOR, 36th Sess., 2285-88 mtgs., U.N. Docs. S/PV 2285-88 (1981).
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tinue responsive actions to eliminate the threat posed by an attack. That
response might include the complete or partial destruction, through tech-
nical or other means, of the critical communications or information infra-
structure of an adversary, where proportional to the threat. For the United
States, adherence to the ROE provided by the National Command Author-
ity ensures that crisis-response guidance is provided through the Joint
Chiefs of Staff (JCS) to subordinate headquartersand deployed U.S. forces
both during armed conflict and in periods of crisis short of war.3*

Rules of engagement reflect domestic law requirements and U.S.
commitments to international law. They are affected by political, as well
as operational considerations. For the commander concerned with
responding to athreat to his force, ROE represent limitations or upper
bounds on how to use defensive or responsive systems and forces, without
diminishing his authority to consider the available range of critical infra-
structure targets where those systems pose immediate risks to his com-
mand.

B. Evolution of JCS Rules of Engagement

Violence directed against a critical U.S. interest—whether military
forces, a weapons platform, or critical infrastructure—represents hostile
activity that may trigger the applicable ROE. Until June 1986, the only
U.S. peacetime ROE applicable worldwide were the JCS Peacetime ROE
for U.S. Seaborne Forces. These ROE, which until 1986 served as the
basisfor all commands’ peacetime ROE, were designed exclusively for the
maritime environment. In June 1986, Secretary of Defense Caspar Wein-
berger promul gated more comprehensive ROE for sea, air, and land oper-
ations worldwide.® These 1986 Peacetime ROE provided the on-scene
commander with the flexibility to respond to hostile intent, aswell as hos-
tile acts and unconventional threats, with the minimum necessary force to
limit the scope and intensity of the threat. The strategy underlying the

34. See CHAIRMAN, JoINT CHIEFS oF STAFF INsTR. 3121.01A, StANDING RULES OF
ENGAGEMENT FOR U.S. Forces (15 Jan. 2000) [hereinafter CICS Instr. 3121.01A].

35. Seegenerally Lieutenant Commander Dale Stephens, Rules of Engagement and
the Concept of Unit Salf Defense, 45 NavaL L. Rev. 126 (1998).

36. CHAIRMAN, JOINT CHIEFS OF STAFF, PEACETIME RULES OF ENGAGEMENT FOR U.S.
ForcEes (June 1986).
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1986 Peacetime ROE sought to terminate violence quickly and decisively,
and on terms favorable to the United States.

In October 1994, Secretary of Defense Les Aspen approved the
Standing Rules of Engagement for U.S. Forces (SROE), which signifi-
cantly broadened the scope of the national ROE.®” In January 2000, Sec-
retary of Defense William Cohen approved SROE modifications, which
delineated the scope of SROE application.®® Significantly, the SROE
“apply [to U.S. forces] during ‘operations, contingencies, and terrorist
attacks' outside the United States, and during attacks against the United
States.”3% The SROE establish U.S. policy that, should deterrence fail,
provides commanders flexibility to respond to crises with means that are
proportional to the provocation and designed to limit the scope and inten-
sity of the conflict, to discourage escalation, and to achieve political and
military objectives. Theinherent right of self-defense underliesthe SROE,
which areintended to provide general guidance on self-defense and the use
of force consistent with mission accomplishment. The SROE apply to all
echelons of command.*°

The expanded national guidance represented in the SROE has greatly
assisted in providing both clarity and flexibility of action for U.S. theater
commanders. The approva by the Secretary of Defense ensures consis-
tency in the way military commanders address the unconventional threats
posed by the advanced command and control infrastructure systems of our
adversaries. The SROE permits U.S. forces to respond to the hostile use
of such infrastructure systems, within the application limits of the SROE.
Targeting these systems specifically, where possibl e through the el ectronic
means of U.S forces, may now be authorized where enemy platforms car-
rying these systems pose a specific threat to our forces.

When and if the DOD assets are used to eliminate or destroy critical
enemy infrastructure in lawful self-defense, the specific—as opposed to
standing—ROE developed for the operation will be guided by Presidential
Decision Directive (PDD) 62, Combating Terrorism, signed into law by

37. CHAIRMAN, JOINT CHIEFS OF STAFF INSTR. 3121.01, STANDING RULES OF ENGAGEMENT
For U.S. Forces (1 Oct. 1994) (superceded by CJCS Instr. 3121.01A, supra note 34).

38. CICSInsTR. 3121.01A, supra note 34.

39. Major W.A. Stafford, How to Keep Military Personnel from Going to Jail for
Doing the Right Thing: Jurisdiction, ROE & the Rules of Deadly Force, ArRmy Law., Nov.
2000, at 3 (quoting CICS InsTr. 3121.01A, supranote 34, para. 3). See generally Stafford,
supra, at 3-6 (discussing the current SROE in some detail).

40. CJICSInsTR. 3121.01A, supra note 34, paras. 1, 3, 6.
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President Clinton in 1998.4! Presidential Decision Directive 62 is the suc-
cessor to National Security Decision Directive (NSDD) 138, signed by
President Reagan in 1984, which determined that the threat of terrorism
constituted aform of aggression that justified acts in self-defense.*? Pres-
idential Decision Directive 62 is more expansive in its coverage than
NSDD 138 and addresses a broad range of unconventional threats, to
include attacks on critical infrastructure, terrorist acts, and the threat of the
use of weapons of mass destruction. The aim of the PDD isto establish a
more pragmatic and systems-based approach to counter-terrorism. |t rec-
ognizesthe legality of computer network attack (CNA) and that prepared-
ness is the key to effective consequence management. Presidential
Decision Directive 62 creates the new position of National Coordinator for
Security, Infrastructure Protection and Counter-Terrorism, which will
coordinate program management through the Office of the National Secu-
rity Advisor.*3

V. Evaluation of Lawful Targeting Criteria

When avital U.S. national interest—such as one of the critical infra-
structure systems defined in PDD 63, Critical Infrastructure Protec-
tion*—is threatened or attacked by electronic or other computer-driven
means, the system responsible for the threat may become alegal target that
can be destroyed or disabled by military assets. Such destruction may be
both necessary and proportionate under the law of armed conflict to elim-
inate the threat perceived.*® The law of targeting is premised upon three

41. Presidential Decision Directive 62, Combating Terrorism (May 22, 1998) [here-
inafter PDD 62].

42. National Security Decision Directive 138 (Apr. 3, 1984). See James P, Terry, An
Appraisal of Lawful Military Response to Sate-Sponsored Terrorism, NavaL WAaR C. Rev.,
May-June 1986, at 58 (discussing NSDD 138).

43. PDD 62, supra note 41. Richard C. Clarke, longtime senior National Security
Council staff-member, was appointed as the first National Coordinator.

44. PDD 63, supra note 12. The eight categories of critical infrastructure listed are
banking and finance, telecommunications, power generation/distribution, transportation,
water services, emergency law enforcement, continuity of government, and public services.
Id.; see also W. GARY SHARP, SR., CyBERSPACE AND THE Ust oF Force 201-04 (1999) (pro-
viding a comprehensive review of the major elements of PDD 63 and the requirements it
imposed upon the government departments and the private sector).

45. Thelaw of targeting isasubset of the law of armed conflict, and the dual require-
ments of necessity and proportionality, the twin pillars of that body of law, are equally
applicable to target selection and approval. See, e.g., Jonathan P. Tomes, Legal Implica-
tions of Targeting for the Deep Attack, MiL. Rev., Sept. 1988, at 70-76.
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fundamental principles: the means of injuring an enemy are not unlimited;
it is unlawful to launch attacks against civilian populations; and distinc-
tions must be made between combatants and non-combatants, with non-
combatants spared to the extent possible.*® These rules are complimented
by other, more specific, customary notions and by internationa conven-
tions.

Commonly accepted is the premise that only military objectives may
be attacked.*” Military objectives, however, embrace more than troops,
weapons systems, and military equipment. Rather, they include all objects
which, by their nature, purpose, use, or lacation, effectively contribute to
the military initiative being pursued and whose destruction would consti-
tute a “military advantage” to the force attacking the objective.®® Instead
of using language incorporating the term “military advantage,” Article
52(2) of the 1977 Geneva Protocol | uses the broader phrase, “make an
effective contribution to enemy action.”4® This expansive definition
includes all dual-use facilities used to support military operations, such as
communi cations networks, command and control facilities, and other crit-
ical infrastructure such as petroleum storage areas, power generation
plants, and economic targetsthat indirectly but effectively support and sus-
tain the aggressor’s capability to continue its military operations.® This
definition would clearly encompass computer networks, to includecivilian

46. See 20th International Conference of the Red Cross, Fundamental Principles of
the Red Cross: Res. XXVIII (1965); GA. Res. 2444, U.N. GAOR, 23d Sess., Supp. No.
18, at 1(c), U.N. Doc. A/7218 (1968) (adopting Red Cross. Res. XXVI11); GA. Res. 2675,
U.N. GAOR, 25th Sess., Supp. No. 28, at 2, U.N. Doc. A/8028 (1970) (affirming the prin-
ciplesof GA. Res. 2444). The United States considersthese fundamental principlesas cus-
tomary international law. See Letter from General Counsel, Department of Defense, to
Senator Edward Kennedy (Sept. 22, 1972), in 67 Am. J. INT'L L. 122 (1973).

47. This customary rule of international law was codified for the first timein 1977.
Protocol Additional to the Geneva Conventionsof 12 August 1949, and Relating to the Pro-
tection of Victims of International Armed Conflicts, Dec. 12, 1977, art. 57(4), 1125
U.N.T.S. 3 [hereinafter Protocol 1].

48. This definition is accepted by the United States as declarative of the customary
rule. See Der'T oF NAVY, ANNOTATED SUPPLEMENT TO THE COMMANDER’'S HANDBOOK ON THE
Law oF NavaL OperaTions, NWP 1-14M, at 8.1.1 (1995) [hereinafter ANNOTATED SuUPPLE-
MENT].

49. Protocol |, supra note 47, art. 52(2).

50. Seeid.
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networks, supporting military operations, communications, and command
and control. All such military objectives may be attacked.

While military objectives, including computer networks supporting
military requirements, are properly included within target sets, civilians
and civilian objects are not.>! Civilian objects consist of all civilian prop-
erty and activities other than those used to support or sustain the capability
for armed aggression on the part of the attacker.5> Thus, activities nor-
mally considered civilian in character—when conducted in support of a
nation’s aggression, where implemented to shield an aggressor’s identifi-
cation, or where employed to preclude effective and lawful response to
unlawful attack—would, under these circumstances, become the lawful
objectsof attack. The DOD General Counsel made this point succinctly in
May 1999, when she wrote:

If the international community were persuaded that a particular
computer attack or apattern of such attacks should be considered
to be an “armed attack,” or equivalent to an armed attack, it
would seem to follow that the victim nation would be entitled to
respond in self-defense either by computer network attack or by
traditional military meansin order to disable the equipment and
personnel that were used to mount the offending attack.53

Stated another way, a civilian computer system, used either to conduct an
attack or to shield an aggressor’s attack from discovery, becomes a valid
and lawful target when: (1) aggression against critical infrastructure
eguating to an armed attack has occurred; and (2) the total or partial
destruction, capture or neutralization of the computer system offers the
United States or its allies a definite military advantage.

Computer networks are not per seillegal targets under traditional
international law criteria. The standard law of armed conflict analysis
must be applied in every instance, however. This analysis determines
whether the critical computer infrastructure of an attacking state or other
non-state aggressor constitutes avalid target under the circumstances. The
target review must conclude that the specific computer network or other
critical infrastructure system—by its nature, location, capability, purpose

51. Seeid. art. 51(1) (codifying this principle of customary international law).

52. Id. art. 52 (1) (defining civilian objects as “all objects which are not military
objectives as defined in paragraph 2").

53. GeNErRAL CounstL, DerP'T oF DErFeNSE, AN ASSESSMENT OF INTERNATIONAL LEGAL
IssuEs IN INFORMATION OPERATIONS 22 (1999) [hereinafter DOD GC ASSESSMENT].
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or use—makes an effective contribution to the military capability of the
offending state and that its destruction, capture or neutralization offersthe
United States or its allies a definite military advantage.

The fact that a computer system or other critical infrastructure is a
valid target does not necessarily mean it should be attacked. In weighing
the political and strategic implications, refraining from an in-kind, albeit
legal, response may provide greater benefit. For example, such restraint
may be appropriate to facilitate a shift in world sentiment, a movement of
nations in terms of their allegiances, an opportunity for international bod-
ies like the U.N. to become engaged, or an opportunity to open or expand
previoudy closed political channels.

A final concern relatesto collateral damage. While collateral damage
does not have adifferent definitioninaCNA context, additional steps may
be required to show that reasonabl e precautions were taken to avoid unnec-
essary destruction. Obviously, the effects of a CNA are less predictable
than the effects of conventional weapon systems. Lawrence G. Downs, Jr.,
explains a related and even more important consideration for the state
using digital datawarfare in lawful self-defense.

When the U.S. Army contracted a study to determine the feasi-
bility of developing DDW [digital datawarfare] -type virusesfor
military use, many people had misgivings that were summed up
by Gary Chapman, program director of Computer Professionals
for Social Responsibility. “Unleashing thiskind of thing is dan-
gerous,” he said. “Should the virus escape, the United states
heads the list of vulnerable countries. Our computers are by far
the most networked.” >

These concerns make it clear that any weapon developed to provide CNA
capability must be both predictable and capable of being armed and dis-
armed; otherwise they will unduly threaten innocent civiliansin the target
state and the user state. Downs is correct when he suggests that weap-
oneers should, in general, co-develop a detection and immunization pro-
gram for all viruses they intend to use. %® In thisway, a DDW attack gone
wrong cannot inadvertently do harm to the attacker. In short, users and

54. Lawrence G. Downs, Jr., Digital Data Warfare: Using Malicious Computer
Code as a Weapon, NAT'L Der. U. INsT. FOR STrRATEGIC STup. 58 (1995).
55. Id.
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developers of DDW need to be aware of the risks and the absolute require-
ment for predictability when developing DDW code.

V1. The Impact of International Agreements and Domestic Communica-
tions Law on CNA

Military planners developing a cyber-defense capability must also
consider the international agreements regulating the use of space. The
United Statesis a party to four such multilateral conventions. (1) the 1967
Treaty on Principles Governing the Activities of States in the Exploration
and Use of Outer Space, Including the Moon and Other Celestial Bodies
(Outer Space Treaty);> (2) the 1968 Agreement on the Rescue of Astro-
nauts, Return of Astronauts, and the Return of Objects Launched in Space
(Rescue and Return Agreement);®’ (3) the 1972 Convention on Interna-
tional Liability for Damages Caused by Space Objects (Liability Conven-
tion);%8 and (4) the 1975 Convention on Registration of Objects L aunched
into Outer Space (Space Objects Registration Treaty).>®

These four conventions reiterate principles which are so widely
accepted that they are viewed as reflective of customary international law,
even as between non-parties. These accepted principles include the pre-
mises that: (1) access to outer space is free and open to all nations;® (2)
each user of outer space must show due regard for the rights of others;5?
(3) states that launch space objects are liable for damage for any damage
they may do in space, in the air, and on land;®? and (4) space activities are
subject to the general principles of international law.53 Military planners).

56. Jan 27, 1967, 18 U.S.T. 2410, 610 U.N.T.S. 205 [hereinafter Outer Space
Treaty].

57. Apr. 26, 1968, 19 U.S.T. 7570, 672 U.N.T.S. 119.

58. Mar. 29, 1972, 24 U.S.T. 2389, 961 U.N.T.S. 187 [hereinafter Liability Conven-
tion].

59. Jan. 14, 1975, 28 U.S.T. 695, 1023 U.N.T.S. 15.

60. Outer Space Treaty, supra note 56, art. |.

61. Id. art. IX.

62. TheLiability Convention elaboratesthe general principlesof international liabil-
ity for damages set forth in Article VII of the Outer Space Treaty. Liability Convention,
supra note 58, arts. Ia, I1, 111, V1. The Liability Convention also address joint and severa
liahility. 1d. arts. IV, V.

63. See ANNOTATED SUPPLEMENT, Supra note 48, at 2-38 (“International law, including
the United Nations Charter, applies to the outer space activities of nations.”).
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should heed not only the international agreements, but also these underly-
ing principles.

Restrictionsimposed by some of the preceding conventions and prin-
ciples may not apply in wartime. The DOD Genera Counsel concluded,
in her 1999 assessment of international legal issues related to information
operations, that the non-interference principle—which preserves the right
to use outer space—does not apply during armed conflict. She stated:

There appears to be a strong argument that the principle of non-
interference established by these agreementsisinconsistent with
astate of hostilities, at |east where the systems concerned are of
such high military valuethat thereisastrong military imperative
for the adversary to be free to interfere with them, even to the
extent of destroying the satellitesin the system. Asindicated in
the discussion of treaty law in the introduction to this paper, the
outcome of this debate may depend on the circumstances in
which it first arises in practice. Nevertheless, it seems most
likely that these agreements will be considered to be suspended
between the belligerents for the duration of any armed conflict,
at least to the extent necessary for the conduct of the conflict.5*

Underlying this statement by the DOD General Counsel is the obvious
principle that the right of self-defense isin no way abrogated by other
international commitments entered into by a nation.

One significant convention with apparent applicability to U.S. inter-
diction of foreign communications infrastructure is the Internationa Tele-
communications Convention (ITC) of 1982. In Article 35, the ITC
prohibitsinterference by member states with the communications of other
member states. The ITC has an exception for military transmissions in
Article 38, however, which arguably would authorize information opera-
tions conducted by military forces.® The Office of Legal Counsel in the
U.S. Department of Justice took this position in July 1994 when it ruled,

64. DOD GC AssesSMENT, supra note 53, at 32.

65. The same requirements were stated previoudly in the International Telecommu-
nications Convention, Malaga- Torremolinos, Oct. 25, 1973, 28 U.S.T. 2495, T.|.A.S. 8572.
The Malaga-Torremolinos Convention was replaced by the International Telecommunica
tions Convention, Nairobi, 6 Nov. 1982, 32 U.S.T. 3821; T.I.A.S. 9920 (entered into force
for the United States 10 January 1986).



2001] ATTACKING COMPUTER NETWORKS 89

with respect to planned broadcasts into Haiti concerning boat operations,
that the ITC did not prohibit such broadcasts.®®

Anunlikely convention to consider when discussing cyber operations
isthe 1907 Hague Convention on Neutrality on Land,%” which could affect
satellite relay operations. That convention does not apply to systems that
generate information, but does apply to relay facilities and requires that
facilities of other states not be disrupted. While Articles 8 and 9 contem-
plate only telegraph and telephone cable links, they would arguably apply
to satellite links as well .58 However, since most computer-based systems
and certainly all that control critical infrastructure generate information as
well as relay that information, the prohibition against disruption would

likely not apply.

International consortiathat |ease satellite nodes for commercial com-
munications raise another potential concern. These organizations include
International Telecommunications Satellite, International Marine/Mari-
time Satellite, Arab Satellite Communications Organization, European
Telecommunications Satellite, and European Organization for the Explo-
ration of Meteorological Satellites. The contracts signed by each user,
which arenearly identical inthe case of each provider, state that the system
must be used exclusively for peaceful purposes.®® Whilethe United States
has leased one or more nodes from at least one of these providersin the
past, it retains separate satellite capabilities should it need to defend itself
through digital data warfare.”

Domestic communications law provides a final consideration for
cyber operations. Congress passed 47 U.S.C. § 502 in 1994 to implement
the ITC requirement that member states enact legislation to prohibit inter-
ference with the communications of other members.”* During Haiti oper-
ations in October 1993, just as it would again in July 1994, the Office of
Legal Counsel to the Department of Justice issued awritten opinion to the
effect that the § 502 does not apply to military actions by the United
States.”? Thus, domestic law would not preclude the United States from

66. See DOD GC AssessMENT, supra note 53, at 36-37.

67. Hague Convention No. V Respecting The Rights and Duties of Neutral Powers
and Personsin Case of War on Land, Oct. 18, 1907, 36 Stat. 2310-2331; 1 Bevans 654-668.

68. Id. arts. 8-9.

69. Seegenerally SHarp, supra note 44. Where this provision is violated, however,
and asatellite nodeis used for aggression, the inviolability of the system from attack would
arguably cease.

70. Seeid.
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using CNA when it is engaged in an armed conflict or in operations short
of war, provided necessity and proportionality dictate the use of CNA.

VI1I. Conclusion

From the preceding analysis, it is clear that computer networks criti-
cal to thefunctioning of enemy infrastructure systems can be valid military
targets under customary international law principles. Further, the use of
CNA does not violate applicable international conventions. During armed
conflict, military and dual-use computer infrastructure are always legiti-
mate targets provided they make an effective contribution to the adver-
sary’s military effort and if their destruction would offer a definite military
advantage. The criteria for determining military advantage include the
nature, location, purpose or use of the offending computer network and
whether it isused to threaten U.S. or alied interests. Similarly, under self-
defense principles, these same computer networks may be attacked as law-
ful targets in circumstances prior to armed conflict if their partia or total
destruction isanecessary and proportional response to an attack. Asacor-
ollary to this rule, simply because a particular target is valid in a military
sense does not mean that it must be attacked; a nation must always analyze
potential targetsin light of the applicable political, tactical, and strategic
implications.

In the target analysis required for CNA, as with more traditional tar-
gets, reasonable precautions must be taken to discriminate between mili-
tary and civilian networks. This will be most difficult with dual-use
systems such as commercial telephone exchanges that can serve both a
military and civilian purpose. In this area, the political implications are

71. 47 U.S.C. § 502 (1994) provided:

Any person who willfully and knowingly violates any rule, regulation,
restriction, or condition made or imposed by the Commission under
authority of this Act, or any rule, regulation, restriction, or condition
made or imposed by any international radio or wire communications
treaty or convention, or regulations annexed thereto, to which the United
Statesis or may hereafter become a party, shall, in addition to any other
penalties provided by law, be punished, upon conviction thereof, by a
fine of not more than $500 for each and every day during which such
offense occurs.

1d.
72. See DOD GC AssessMENT, supra note 53, at 38.
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magnified and must be carefully weighed. However, it is clear that com-
puter networks—such as those serving commercia infrastructure, govern-
ment agencies, and banking and financial institutions—can constitute
legitimate targetsif those networks contribute to the enemy’s war-sustain-
ing capability such that their destruction would constitute a definite mili-
tary advantage. Conversely, attacks on computer networks—such asthose
serving civilian infrastructure, food distribution systems, and water supply
systems—would be prohibited if designed solely to support the civilian
population.

International communications law likewise contains no direct or spe-
cific prohibition against the conduct of CNA or other information opera-
tions by military forces during armed conflict or in response to aggression.
Again, the law of self-defense enjoys a superior position in the hierarchy
of anation’s sovereign rights. Moreover, the practice of nations provides
persuasive evidence that telecommunications treaties are regarded as sus-
pended among belligerents during international armed conflict. Similarly,
domestic communications laws, and specifically 47 U.S.C. § 502, do not
prohibit military information operations. It is apparent that computer net-
work attacks—authorized by the Fiscal Year 2000 Unified Command Plan
and implemented through the JIOC and NIPC—can be employed in aman-
ner consistent with domestic law, as well as customary and conventional
international law principles.
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