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Our Mission

Develop, deliver, track, report, and support online distributed learning to enhance individual and staff proficiency
in Joint operations and improve operational readiness of the Joint enterprise.

JKQ is the online learning platform of the Joint Staff J-7.
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DoD Warning Banner

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-
authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

-The USG routinely intercepts and monitors communications on this IS for purposes including, but not
limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and counterintelligence (Cl) investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG- authorized purpose.

-This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not
for your personal benefit or privacy.

-Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative
searching or monitoring of the content of privileged communications, or work product, related to
personal representation or services by attorneys, psychotherapists, or clergy, and their assist:
communications and work product are private and confidential. See User Agreement for details.

Click Ok
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Click Course Catalog

My Training

Alerts

IMPORTANT: Course Catalog Update *

Joint Knowledge Online is currently in the process of updating its course catalog to optimize database efficiency.
archived. If you find that a course you are looking for is no longer available, please reach out to your training mar
... view

* Denotes a System Alert




Type Cyber Awareness into the
Course or Curriculum Name box

Search Catalog

Note: Search results are displayed in both gadgets below to match the search criteria en

Clear Search ¥

Please select a prefix, or enter a course nhumber or a name to find a cours i enroll. You can also select a Learning Category from above.

Course Prefix: Course Number: Course or Curriculum Name:

All

Individual Courses

Number of Records: 1

Prefix % ST - Name % Course Status ATRRS %

Number <

Enroll

Department of Defense (DoD) ber Awareness Challenge 2025 (1 hr) Link DL Points




Search Catalog

Note: Search results are displayed in both gadgets below to match the search criteria entered

Clear Search ¥

Please select a prefix, or enter a course number or a name to find a course/curriculum to enroll. You can also select a Learning Category from above.

Course Prefix: Course Number: Course or Curriculum Name:

All

Individual Courses
Number of Records: 1

Prefix % ST - Name % " Gt ATRRS %

Number <

Department of Defense (DoD) ber Awareness Challenge 2025 (1 hr) Link DL Points

Click Enroll for the current
version of the course.



Academic Integrity Notice

DOD-US1364-25 Department of Defense (DoD) Cyber Awareness Challenge 2025
(1 hr)

JKO is committed to establishing and maintaining a high level of academic integrity delivering online training and education.
Cheating of any kind will not be tolerated. Suspected integrity violations may result in suspension of JKO account privileges and
Chain of Command referral.

Click 'Acknowledge’ to confirm understanding of this notice and enroll in the selected course.

Acknowledge Cancel

Click Acknowledge.



Individual Courses

Number of Records: 1

Course

Course Status
Number %

Enrolled

ness Challenge 5 (1 hr) Link
Launch

Click Launch.



Click Start & complete the
course.

Dep: #*~ ..t of Defense (DoD) Cyber Awareness Challenge 2025 (1 hr)
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= mDOD-US1364-25

@ DoD Cyber Challenge Welcome to DOD-US1364-25
® Survey Department of Defense (DoD) Cyber Awareness Challenge 2025 (1 hr)
@ Course Completion The purpose of the Cyber Awareness Challenge is to influence behavior, focusing on actions that authorized users can engage to mitigate threats and

vulnerabilities to DoD Information Systems. This training is current, designed to be engaging, and relevant to the user. The Cyber Awareness Challenge

is the DoD baseline standard for end user awareness training by providing awareness content that addresses evolving requirements issued by Congress

the Office of Management and Budget (OMB), the Office of the Secretary of Defense, and Component input from the DoD CIO chaired Cyber Workforce
Advisory Group (CWAG). This course provides an overview of current cybersecurity threats and best practices to keep information and information
systems secure at home and at work. The training also reinforces best practices to protect classified, controlled unclassified information (CUI), and

personally identifiable information (PII). A Knowledge Check option is available for users who have successfully completed the previous version of the

course. After each selection on the incident board, users are presented one or more questions derived from the previous Cyber Awareness Challenge. If]

all questions are answered correctly, users will skip to the end of the incident. If any questions are answered incorrectly, users must review and
complete all activities contained within the incident.

» Start - To begin the course, click the Start button in the header bar. Some courses may require a subsequent click of the Next Lesson button in order to begin.
» Resume - If you are re-entering the course, click the Resume button to access your previous location in the course.
» Navigation - Navigation controls are generally located in the following areas:
o Top header bar - Contains the Previous Lesson, Next Lesson, Suspend Lesson, Help, and Exit Course buttons. (Some courses may not have all of these
items available on the top header bar.)
o Table of Contents Tree - Contains a listing of all lessons and exams.
o Content area - Contains the Next (or Continue) and Previous (or Back) buttons.
o Icons (Arrows) are sometimes available to navigate within a course.
» Header Bar - Use the Next Lesson button to access the next required lesson (when available).
» Pages - Use the Next (or Continue) button in the content area to access each page in the lesson.
» Outline - Use the links in the Table of Contents Tree to access an item that is active.
In-Progress lessons and tests are indicated by half-colored circles, while full completion of lesson and tests are indicated by a green checkmark.
Access to some of the completed items, such as tests, might be disabled after completion of the item.
After the completion of the course (graduation), the course content is accessible to you at anytime.
Click the Expand/Collapse Tree links to change the view of the Table of Contents Tree.
» Suspend - Use the Suspend Lesson button to bookmark your current progress in the course.




Upon course completion, follow the
prompts to generate your certificate.
Click to download a copy of your
certificate.

certificate.pdf - Google Chrome
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File name: | CyberAwareness_27MAY2025_LITTLETON

Save the certificate as "LAST _### Cyber Awareness"

(##H# = your class number)
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